DIGITAL ACCESS SERVICE (DAS) 2.0 
BUSINESS REQUIREMENTS
Comments by the International Bureau (PCT)

The International Bureau in its capacity as depositing and accessing Office acting in relation to the PCT is pleased to accept most of the arrangements set out in the draft Business Requirements dated September 22, 2011 and the comments by the Japan Patent Office dated November 11, 2011, but wishes to make a number of minor comments for clarity or to ensure that the proposals are implemented in a way which will minimize confusion for OSFs and applicants, of which the most important is an additional proposal to fix a common format for the access code (comment PCT-18, below).
	No.
	
	IB Comments

	PCT-1
	Page 2:  “Operation of the New Route under DAS 2.0”, bullet 1
Page 4:  second full paragraph

Page 5:  Use Case1, Description, bullet 2
	The IB is concerned at the idea that an OFF could require the setting of an Access Control List by the applicant.  This will lead to variations in use which will cause confusion for applicants and OSFs alike and, if used instead of passing the access code to the OFF would effectively mean the permanent continuation of Routes A and C and negate the “check digit” benefit which was the main reason for adopting the new route.  The uncertainties would include
–  for applicants, whether it was necessary to pass a code to the OSF (nothing that the agent who files the application at the OSF will generally not be the agent dealing with the OFF and may be unaware of the special procedures relating to the OFF).
–  for OSFs, it will not be immediately obvious whether the lack of a code with a request to retrieve an application is intentional.  Depending on the error messages provided by DAS (which might vary slightly between EDI and TDA implementations), it might be difficult to determine whether a failure to access an application was caused directly by the lack of an access code or because of a problem with an access control list.

The International Bureau (PCT) is content for DAS to offer an access control list as an optional service for applicants who wish to add a further layer of security, subject to certain clarifications to ensure that such security is real and that there is no confusion caused at the OSF:

–  The access code which is used as a password for the applicant portal should not be the same as the access code which is passed to Offices (we would be content for this restriction not to apply to transitional cases).  These codes should be significantly different in form as well as having different values so that incorrect usage can be automatically warned of.  The e‑mail transmitting this information should provide clear instructions on how to use the codes.
–  Ideally, the applicant portal would be associated with an applicant account system, allowing either the application to be associated directly with the applicant account in the action by the OFF (in which case it would not be necessary to issue portal access code and Office access codes could be issued securely through the account) or else the portal access code would be used once only, to create the association with an account, and then become unusable by anyone else.

–  The access control list for applications filed in an OFF using the new route should, by default, be “all Offices” (but may be set to specific values by an OFF which offers that service).  The applicant would use the applicant portal only if he wished to add extra security by stating that access would be given only to Offices which had the Office access code and for which access had not been explicitly removed.

Please note that the above comments relate only to applications registered with DAS under the new route, not transitional arrangements relating to Route A and C applications.

	PCT-2
	Page 6:  “Variations”, last bullet
	If an OSF fails to retrieve a document because it used an access code which had once been valid but which had been replaced at the request of the applicant at the OFF, there should be a special error message to allow the problem to be understood and resolved more efficiently.

	PCT-3
	Page 6: “Transition variations”, bullet 2
	We understood that it was possible for OFFs at present to provide the application filing date (at least under the protocol used for uploading the documents using PCT‑EDI).  This sentence should probably read “The OFF will not be obliged to supply the application filing date, in which case the system will not be able to validate the filing date in retrieval requests.”

	PCT-4
	Page 7:  Item 5
JPO Comment 4
	It will be important to mitigate this issue.  There seem to be at least 4 possible solutions with different costs and benefits to OFFs and applicants:
–  request Route C Offices to maintain their Route C confirmation processes for at least 3 months after switching to the new route.  Make efforts to warn applicants that if they do not register the application within this time then they will need to make a new request to the Office to include it in new route.

–  allow the Route C codes to be used as a new Route code by registering unconfirmed codes issued within a certain period with DAS as new route applications.  Serious consideration would need to be given to what constituted a relevant code for this in Offices where there is no specific request for the code to be issued (eg in USPTO, where the code is generated for all applications and Form SB/39 does not distinguish between wanting to use TDA and wanting to use DAS).

–  produce a variation on the Route C registration process, whereby confirmation of a code originally intended for use in Route C is validated for use as a new route code.

–  reregister the document as suggested in JPO Comment 4.

We have no particular preference as to what solution is found as long as it is clear and effective for users from current Route C Offices.

	PCT-5
	Page 10:  “Variations” bullet 2
	While there is no need for an access control list for trademark documents, there may nevertheless be a desire to use an account to see document use information (confirmation that a document has in fact been downloaded by a particular Office) if an appropriate method of associating the application with an account can be found.  However, the limited benefits will probably not justify complicating the process by introducing a code.  Such an option should probably be limited to implementations where the OFF is able to supply DAS with the information to associate the application with an account directly.

	PCT-6
	Page 10:  “Issues” bullet 1

JPO Comment 6
	It should be possible to de-associate an application from an account to deal with assignment of rights.  The following is suggested:

(i)  The account holder should be able to transfer the application directly to another account (equivalent to assigning e‑Ownership in ePCT).
(ii)  On de‑association from the account without transferring it to another account, a new code is generated (shown on‑screen and e‑mailed to account holder).  This can be given to another person for use only for association of the application with another account at a later date (not for use as an access code to give to other Offices).

However, this is probably not an immediate requirement.
(This appears to be consistent with the view expressed in JPO Comment 6)

	PCT-7
	Page 10:  “Issues” bullet 2

JPO Comment 7
	We agree with JPO that this procedure is likely to be required.

However, if there is an option to re‑generate an access code, it is essential that the old code is deactivated but then kept, rather than simply being overwritten.  There should be a special error message sent to the OSF if an “old” access code is used, to allow the nature of the problem to be easily distinguished from the case where the OSF applicant supplies an access code which is simply incorrect.

	PCT-8
	JPO Comment 1
	We agree that procedures need to be made as clear as possible for applicants during the transitional period.  The exact details of what should appear in the access control list should depend on whether the access control list is an addition to or replacement for giving the access code to OSFs and whether the same rules will apply to applications which entered the system under Routes A and C as for the new route (see also comment PCT-1, above).

Another possible approach might be that applicants with applications registered with DAS under Routes A or C should be automatically sent an e-mail whenever an Office which is listed as having access to at least one of their applications (grouped by e-mail address) gives a firm date for moving to the new route, indicating what will be necessary for making requests to retrieve documents from DAS after that date.

	PCT-9
	JPO Comment 2
	JPO’s proposed approach would of course be acceptable to IB acting for PCT since RO/IB as OFF already delegates the sending of the code to the separate systems used for DAS.  We would note that this would ensure that a consistent format of access code was used, as proposed in comment PCT-18, below.

However, OFFs may need to be involved in requests to generate new codes in the case where the original one was lost if the contact details originally provided to DAS have changed.  Consequently, we would be equally happy to accept OFFs issuing codes directly (or authorizing issue of codes by central DAS systems) as long as the resulting codes are of a consistent format.

	PCT-10
	JPO Comment 3
	We support the JPO proposal.

	PCT-11
	JPO Comment 9
	We support the JPO proposal.  As a related matter, it may be appropriate to clearly define the appropriate Office code to use in the case of a PCT application (should the RO code be used, leaving the fact that it is a PCT application to be recognized from the “PCT” in the application number or should WO or IB be used in all cases, or is no code necessary at all as long as the PCT is included in the application number?).

	PCT-12
	JPO Comment 10
	We agree with the JPO in principle.  A better error message might be “Application number and access code do not match”.

	PCT-13
	JPO Comment 11
	We have some concerns in principle about access codes being used both for the applicant portal and to send to the OSF (see comment PCT-1, above) but can see that practical concerns may make this necessary, at least for the transitional cases.
The important matter from our point of view is that a clear decision is taken on what needs to be done and clear, consistent guidance provided for applicants.

	PCT-14
	JPO Comment 13
	We agree with the JPO proposal and would note that this arrangement implies that a single application could, in principle, be registered with DAS more than once, for example by the actual OFF and then again by an OSF which receives a paper, physical media or direct upload of a priority document and makes that available.
As such, a single application number could have more than one valid access code, with the different codes determining the appropriate source for what should in principle be identical documents.  In the unlikely event of codes for the same application from different Offices matching, DAS should supply the document by preference directly from the actual OFF (if the code matches the OFF code) or alternatively from the Office which first registered the application with that code.

	PCT-15
	Schedule

JPO Comments 14 + 15
	The transitional arrangements will be complicated for applicants and OSFs and should be in place for as short a period as possible.

Before deciding a starting date for the new route, we would suggest that all current participating Offices should provide an estimate of when they would be likely to be able to make the changes to move to the new route.  

The IB acting for PCT offers the following dates:

– as OFF, as soon as core DAS systems are ready since this does not require any technical, legal or procedural changes in the areas specifically operated by PCT.

– as OSF we are aiming for implementation by 1 July 2012 to match changes to PCT Rule 17 which will require changes to that part of the PCT/RO/101 request form.  However, it is unlikely that DTD changes necessary for a “clean” implementation in e‑filing systems can be made by that date and we still need to assess the costs and benefits of an interim workaround solution.  There will be a clear benefit if the new route is in full operation within a short period of that date.

As such, our ideal starting date would be 1 July 2012 for all Offices in all capacities.

	PCT-16
	General
	Given the complexity of transitional arrangements, the question of the period for which access to applications needs to be guaranteed becomes important since Offices such as IP Australia, which are understood not to obtain priority documents until such time as they appear to be relevant because of the date of prior art found, may need to access a Route A or C application in many years time, making at least some aspects of transitional arrangements very long lasting.

We propose that this matter be considered soon, but separate from the implementation of the new route.

	PCT-17
	General
	It is important that all communications relating to the service should be clear.

A very common difficulty raised with the Helpdesk at the International Bureau relates to e‑mail messages which include a reference number instead of the application number concerned (a requirement of Route C Offices at present which is not required by any of the other participating Offices).  Applicants in general are unable to match these reference numbers with an international application, having not realised the need to record the reference numbers when they are shown on‑screen.

All codes sent by e‑mail under the new route should be accompanied by the relevant application number, noting that this code cannot give access to the relevant application body for an individual, only for a participating Office.  Offices whose law is such that this would require applicant permission should ensure that the request to use DAS includes all necessary waivers.

	PCT-18
	General
	We would like to propose the use of a consistent format of access code under the new route of DAS, irrespective of which Office issues that code and that the format should be exactly 4 numeric characters, for example “0376”.

The nature of DAS is such that a code issued by an Office of First Filing (OFF) will never be returned to that OFF.  Offices of Second Filing (OSF) will only receive codes which were established by other Offices.  Moreover, applicants who submit the codes will usually be dealing with codes issued by Offices in countries other than the one where they are resident.  Consequently, it is important to ensure that Offices and applicants are not left uncertain whether a code which they have been given is correct or not because it is in a format different to what they are used to.

The use of a consistent format of code will allow systems at the OSF to prompt correctly for the code required and to detect codes which are in the wrong format, whether because of typing errors or because the applicant has sent a code intended for a different purpose (noting that according to the proposals for the transitional arrangements, this would have to be limited to a warning and systems would in the short term also need to accept codes in the formats currently issued by Offices under Routes A and C of the existing system).  Similarly, it will mean that applicants will easily recognize and be able to use DAS codes in instructions from partner agents in other countries without confusion.

The specific format proposed has the following advantages:

(i)      it is long enough to make errors effectively impossible in combination with the application number and filing date.

(ii)      it is long enough to deter “brute force” attacks on the system since these will reliably be detected and access shut off for the apparently compromised Office, pending investigation.

(iii)     it is short enough to transcribe easily without fear of error.

(iv)     it is short enough to fit on a paper application form.

(v)     it uses only characters well known in all countries irrespective of character set used for national languages.

(vi)     the permitted characters are easily distinguished, again reducing the risk of transcription errors due to problems with similar characters such as 1 and l.

In relation to point (ii), we would note that the code is not intended as a primary security feature but as a type of “check digit” to ensure that Offices do not accidentally access the wrong application.  As security, it merely needs to be good enough to deter and shut off brute force attacks from an Office whose systems are compromised or have errors causing large volumes of requests to be generated.  In addition, the code is not to be used as an identifier in its own right and so does not need to be unique.


