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EPO summary of comments on DIGITAL ACCESS SERVICE (DAS) 2.0 BUSINESS REQUIREMENTS Revision 1.0



In this document, the EPO would like to summarize its comments made on the WIPO document "DIGITAL ACCESS SERVICE (DAS) 2.0 - BUSINESS REQUIREMENTS - Revision 1.0", hereby annexed. In the present document, references refer to the corresponding sections of the above named WIPO document and therefore, the two  documents should be read together .

Two key points on security underlie a number of the comments from the EPO:
1. The Access Code is regarded as a cross-checking (or “security-integrity”) device to help ensure that an incorrect (but valid) priority document is not retrieved via DAS 2.0. However,the EPO does not regard it as a “secret code”, or a password, knowledge of which can be relied on as proof of identity (i.e. for authentication purposes). Consequently on one hand, the “security-integrity” function is an essential requirement for DAS 2.0. But on the other hand, knowledge of the Access Code is shared by several parties, so it cannot be a password. The Access Code should not be used to prove identity; and of itself it is too weak to protect any data considered confidential;
2. While the EPO recognises the concept of Applicant consent for the registration of a first filing in DAS 2.0, it intends to default in favour of registration (with a standard ACL comprising EPO member states and the WIPO partners), and to offer the applicant an opt-out possibility by subsequent maintenance of the ACL through DAS portal operations. 


1. EPO future participation in the DAS 2.0 system

1.1. As OFF, the EPO intends to use the DAS 2.0 system for providing patent-related priority documents only to other participating IP offices (not Trademarks or Designs) (Ref: p1, “Extension”, (iii); and p12, Transition Variations, 1st paragraph).

1.2. As OSF, the EPO will be using the DAS 2.0 system for retrieving patent application and utility model priority documents. Therefore, the EPO requires that both patent application and utility model priority documents to be digitally retrievable via the DAS 2.0 system (Ref: p1, “Extension”, (iii)).

1.3. Moreover, as OSF, the EPO currently also sometimes gives access to priority documents obtained from one of its Member States to another IPO with which it has a Priority Document Exchange agreement and which has received an application claiming the same priority. The EPO requests that the DAS 2.0 support this activity.

1.4. The EPO does not consider it necessary to comment on the TRANSITION REQUIREMENTS expressed in the WIPO document as at this stage, they are not considered to affect the EPO (Ref: p3 Transition Requirements). 

1.5. The EPO first intends to use the DAS 2.0 for non-IP5 priority document exchange but consideration will be given to replacing existing bilateral priority document exchange mechanisms with WIPO-DAS once the system has been proven in practice and if DAS supports the major EPO business requirements. Initially, the EPO expects to use the DAS 2.0 for exchanging priority documents with EPO Member States participating in the DAS 2.0 and all other non-IP5 participating IPOs.

1.6. As OFF, the EPO will not store priority documents in the DAS 2.0 system and will therefore remain the source for priority documents it will generate) (Ref: p7, Issues, 3) .

2. Security measures of the DAS 2.0 system

2.1. The EPO views the Access Code in DAS 2.0 as a security-integrity preserving measure and not any longer as a security-confidentiality measure, due to the fact that the Access Code may be made available to a number of IPOs and their staff and is therefore too easy to disseminate further (Ref: p3, Security Mechanism, first paragraph).


2.2. Regarding the Access Code, the EPO has the following requirements:

2.2.1. as an OFF, the EPO wants to generate the Access Code and to notify this Access Code to the applicant directly. However the EPO proposes to liaise with WIPO and other participating IPOs in order to agree on a generic format for the Access Codes that will be generated by the IPOs. The EPO is of the opinion that the Access Code should be formed by at least 5 digits or alternatively by 4 alpha-numeric characters. (Ref: p2, Operation of the new route under DAS 2.0, third bullet point; and p5, Steps, 4.1))

2.2.2. as an OFF, the EPO plans to issue the Access Code automatically for at least every application filed via EPO's online filing system, therefore, no separate request will be required from the applicant to request registration with the DAS 2.0 system (Ref: p5, Steps, 1);

2.2.3. as an OFF, the EPO will always deny access to a priority document if the Access Code is not provided or incorrect, even if the applicant has set an ACL which gives theoretical permission for access (Ref: p4, first comment);

2.2.4. as an OFF, the EPO will only generate once an Access Code for a given registered application, meaning that the Access Code will not be changed in its lifetime; the EPO does not intend to manage any kind of Access Code lifecycle (Ref: p6, Variations, 6th bullet; and p10, Issues, 2nd bullet);

2.2.5. as an OFF, the EPO will perform additionally to the Access Code cross check, a further cross-check based on the priority office country code, the priority application number and the priority application filing date (Ref: closest p4, first comment; and closest p6, Transition Variations, 2nd bullet; and p11, Steps, 4.1);

2.2.6. as an OSF, the EPO will consider the reception of the Access Code from the applicant as a request to retrieve the priority document via DAS 2.0 (Ref: p11, Steps, 1);

2.2.7. as an OSF, the EPO will expect the Access Code to be provided upon filing at the EPO in the request form as the EPO does not wish to introduce supplementary administrative procedures to deal with later submissions of Access Codes (Ref: p11, Steps, 2);

2.2.8. the EPO requires the Access Code to be different from the password used by the applicant to access the Applicant's Portal. 

2.3. Regarding the Access Control List (ACL), the EPO has the following requirements:

2.3.1. as an OFF, it is essential for the EPO that it is possible for the EPO to use a default ACL minimizing the security-confidentiality risk by limiting the initial dissemination of the priority document to a default restricted set of IPOs;

2.3.2. as an OFF, the EPO wishes a default ACL to be set at the DAS 2.0, initially authorizing by default retrieval of priority documents by participating EPO Member States or any other IPOs to be nominated by the EPO (Ref: p2, Improvements, (x), (c) and Ref: p5, Description, second bullet);

2.3.3. as an OFF, the EPO wishes to set this default ACL with the DAS 2.0 when registering an application with the system. Modalities of this setting need to be defined further in the DAS 2.0 specifications, e.g. the default ACL could be set centrally at DAS 2.0 on request of the EPO ("batch" setting approach) or with every registration of an application by sending the corresponding ACL information (Ref: p2, Improvements, (x), (c) and Ref: p5, Description, second bullet) ;

2.3.4. as an OFF, because the EPO will not store priority documents with DAS 2.0 (see 1.6 above), the EPO wishes to be able to set the default ACL not only at the uploading stage of a priority document but also for example at the registration stage of a priority document;

2.3.5. Applicant should be able via the Applicant's Portal to modify the default ACL set by the EPO in order to control dissemination of their priority document by overriding the default setting, therefore allowing or disabling access to a particular IPO; once altered by the applicant, this will no longer be overwritten by WIPO or EPO with any updates to the default IPO list, but will become the responsibility of the applicant to add or remove any further IPOs (Ref: p3, Security Mechanism, first paragraph). 

2.3.6. the EPO wishes that the ACL related with a priority document is displayed on the Applicant's Portal, both before and after any amendments by the applicant (Ref: p9, Create and/or Change ACLs, 2nd bullet)

2.3.7. if the applicant is given the possibility to delete an ACL linked with a priority document, the EPO would consider that access should be denied to all IPOs (Ref: p9, Create and/or Change ACLs, 3rd bullet);

3. Open issues

The EPO considers the following points as being open issues that require further clarification or further specifications to be added to the DAS 2.0 requirements:

3.1. Details of the new "dasRegister" transaction, including the functions supported by the transaction (Ref: p5, Steps, 3.2);

3.2. Availability of the priority document at the OFF: the EPO considers that a time period between registration of an application and availability of the corresponding priority document to OSF is needed for at least the following reasons: (i) allow time for the technical preparation of the priority document (currently 4-6 weeks at the EPO); (ii) allow time for the applicant to manage the default ACL set by the EPO as OFF as of registration and before availability of the priority document to any OSF. The EPO wants the registration of an application to be decoupled from the availability of the correspondingly generated priority document (Ref: p6, Non-Functional, 2nd bullet; and p10, Non-Functional, 4th bullet));

3.3. Conflict resolution scenarios in case of abusive use of the Access Code by an unauthorized person (Ref: p9, Associate documents with a WIPO account, 4);

3.4. Management of the situation where there are multiple applicants for one application (Ref: p9, Associate documents with a WIPO account, 4 and p10, Variations, 1st bullet));

3.5. Management of the cases of association / de-association of an application with an Applicant's Portal account, e.g. in case of transfer of rights (Ref: p9, Associate documents with a WIPO account);

3.6. Possibility for an applicant to add and/or delete an ACL to a registered application via the Applicant's Portal, and resolution of the corresponding use cases (Ref: p9, Create and/or Change ACLs, 3rd bullet);

3.7. Management of cases where the priority date is changed.
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